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Shockout Data Protection Policy  
 

A) INTRODUCTION 

We may have to collect and use information about people with whom we work.  This 
personal information must be handled and dealt with properly, however it is collected, 
recorded and used, and whether it be on paper, in computer records or recorded by 
any other means. 
 
We regard the lawful and correct treatment of personal information as very important 
to our successful operation and to maintaining confidence between us and those with 
whom we carry out business.  We will ensure that we treat personal information 
lawfully and correctly. 
 
To this end we fully endorse and adhere to the principles of the General Data 
Protection Regulation (GDPR). 
 
This policy applies to the processing of personal data in manual and electronic records 
kept by us in connection with our human resources function as described below. It 
also covers our response to any data breach and other rights under the GDPR. 
 
This policy applies to the personal data of job applicants, existing and former 
employees, apprentices, volunteers, placement students, workers and self-employed 
contractors. These are referred to in this policy as relevant individuals. 
 

B) DEFINITIONS 

“Personal data” is information that relates to an identifiable person who can be directly 
or indirectly identified from that information, for example, a person’s name, 
identification number, location, online identifier. It can also include pseudonymised 
data.  
 
“Special categories of personal data” is data which relates to an individual’s health, 
sex life, sexual orientation, race, ethnic origin, political opinion, religion, and trade 
union membership. It also includes genetic and biometric data (where used for ID 
purposes). 
 
“Criminal offence data” is data which relates to an individual’s criminal convictions and 
offences. 
 
“Data processing” is any operation or set of operations which is performed on personal 
data or on sets of personal data, whether or not by automated means, such as 
collection, recording, organisation, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 
making available, alignment or combination, restriction, erasure or destruction. 
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C) DATA PROTECTION PRINCIPLES 

Under GDPR, all personal data obtained and held by us must be processed according 
to a set of core principles. In accordance with these principles, we will ensure that: 
 

a) processing will be fair, lawful and transparent  
b) data be collected for specific, explicit, and legitimate purposes 
c) data collected will be adequate, relevant and limited to what is necessary for 

the purposes of processing 
d) data will be kept accurate and up to date. Data which is found to be inaccurate 

will be rectified or erased without delay 
e) data is not kept for longer than is necessary for its given purpose 
f) data will be processed in a manner that ensures appropriate security of 

personal data including protection against unauthorised or unlawful processing, 
accidental loss, destruction or damage by using appropriate technical or 
organisation measures 

g) we will comply with the relevant GDPR procedures for international transferring 
of personal data 
 

D) TYPES OF DATA HELD 

We keep several categories of personal data on our students in order to carry out 
effective and efficient processes. We keep this data in a personnel file relating to each 
student and we also hold the data within our computer systems, for example, audition 
and registration spreadsheet, medical, assessment & marks/grades as required. 
 
Specifically, we hold the following types of data: 
 

a) personal details such as name, address, phone numbers, 
b) information gathered via the audition process such as that entered into an 

application form or included in a CV cover letter, references from previous 
college/university 

c) details relating to pay administration such as National Insurance numbers, bank 
account details and tax codes 

d) medical or health information  
e) Photographs 
f) Copy of passport 
g) Copy of Birth Certificate 
h) Copy of Driving Licence 
i) Any other forms of ID you have provided 
j) European ID Document 
k) Doctors/Hospital/Dentist Apointments 
l) Disciplinary Notes/Letters 
m)Disability Information 
n) Education Certificates eg. GCSE  
o) Emergency Contact Information 
p) University/College Terms & Conditions 
q) One to One Tutorial 
r) Plenary Notes 
s) Learner Student Commitments 
t) Video recording footage from assessments, performances etc. 
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u) Exam/assessment results 
v) CCTV Recordings 

 
All of the above information is required for our processing activities.  
 

E) STUDENT RIGHTS  

You have the following rights in relation to the personal data we hold on you: 
 

a) the right to be informed about the data we hold on you and what we do with it; 
b) the right of access to the data we hold on you. More information on this can be 

found in the section headed “Access to Data” below and in our separate policy 
on Subject Access Requests”; 

c) the right for any inaccuracies in the data we hold on you, however they come 
to light, to be corrected. This is also known as ‘rectification’; 

d) the right to have data deleted in certain circumstances. This is also known as 
‘erasure’; 

e) the right to restrict the processing of the data;  
f) the right to transfer the data we hold on you to another party. This is also known 

as ‘portability’; 
g) the right to object to the inclusion of any information; 
h) the right to regulate any automated decision-making and profiling of personal 

data. 
 
More information can be found on each of these rights in our separate policy on 
Student rights under GDPR. 
 

F) RESPONSIBILITIES 

In order to protect the personal data of relevant individuals, those within our business 
who must process data as part of their role have been made aware of our policies on 
data protection. 
 
We have also appointed employees with responsibility for reviewing and auditing our 
data protection systems. 
 

G) LAWFUL BASES OF PROCESSING 

We acknowledge that processing may be only be carried out where a lawful basis for 
that processing exists and we have assigned a lawful basis against each processing 
activity. 
 
Where no other lawful basis applies, we may seek to rely on the student consent in 
order to process data.  
 
However, we recognise the high standard attached to its use. We understand that 
consent must be freely given, specific, informed and unambiguous. Where consent is 
to be sought, we will do so on a specific and individual basis where appropriate. 
Employees will be given clear instructions on the desired processing activity, informed 
of the consequences of their consent and of their clear right to withdraw consent at 
any time. 
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H) ACCESS TO DATA 

As stated above, students have a right to access the personal data that we hold on 
them. To exercise this right, students should make a Subject Access Request. We will 
comply with the request without delay, and within one month unless, in accordance 
with legislation, we decide that an extension is required. Those who make a request 
will be kept fully informed of any decision to extend the time limit.  
 
No charge will be made for complying with a request unless the request is manifestly 
unfounded, excessive or repetitive, or unless a request is made for duplicate copies 
to be provided to parties other than the employee making the request. In these 
circumstances, a reasonable charge will be applied. 
 
Further information on making a subject access request is contained in our Subject 
Access Request policy. 

 
I) DATA DISCLOSURES 

The Company may be required to disclose certain data/information to any person. The 
circumstances leading to such disclosures include:  
 

a) any student benefits operated by third parties;  
b) disabled individuals - whether any reasonable adjustments are required to 

assist them during assessments. 
c) Partnership University/College 
d) Prospective employers eg. Agents. 
e) individuals’ health data - to comply with health and safety. 
f) Student Finance 

 

These kinds of disclosures will only be made when strictly necessary for the purpose.  
 
 

J) DATA SECURITY TO SHOCKOUT STAFF 

All our employees are aware that hard copy personal information should be kept in a 
locked filing cabinet, drawer, or safe.   
 
Employees are aware of their roles and responsibilities when their role involves the 
processing of data.  All employees are instructed to store files or written information of 
a confidential nature in a secure manner so that are only accessed by people who 
have a need and a right to access them and to ensure that screen locks are 
implemented on all PCs, laptops etc when unattended. No files or written information 
of a confidential nature are to be left where they can be read by unauthorised people. 
 
Where data is computerised, it should be coded, encrypted or password protected 
both on a local hard drive and on a network drive that is regularly backed up. If a copy 
is kept on removable storage media, that media must itself be kept in a locked filing 
cabinet, drawer, or safe. 
 



 

Page 5  Review Date: November 2020
  

 

Employees must always use the passwords provided to access the computer system 
and not abuse them by passing them on to people who should not have them. 
 
Personal data relating to students should not be kept or transported on laptops, USB 
sticks, or similar devices, unless prior authorisation has been received. Where 
personal data is recorded on any such device it should be protected by:  
 

a) ensuring that data is recorded on such devices only where absolutely 
necessary. 

b) using an encrypted system — a folder should be created to store the files that 
need extra protection and all files created or moved to this folder should be 
automatically encrypted. 

c) ensuring that laptops or USB drives are not left where they can be stolen. 
 
Failure to follow the Company’s rules on data security may be dealt with via the 
Company’s disciplinary procedure.  
 

K) THIRD PARTY PROCESSING 

Where we engage third parties to process data on our behalf, we will ensure, via a 
data processing agreement with the third party, that the third party takes such 
measures in order to maintain the Company’s commitment to protecting data.  
 

L) INTERNATIONAL DATA TRANSFERS 

 

The Company does not transfer personal data to any recipients outside of the EEA. 
 

M) REQUIREMENT TO NOTIFY BREACHES 

All data breaches will be recorded on our Data Breach Register. Where legally 
required, we will report a breach to the Information Commissioner within 72 hours of 
discovery. In addition, where legally required, we will inform the individual whose data 
was subject to breach. 
 
More information on breach notification is available in our Breach Notification policy. 
 

N) TRAINING OF STAFF 

New employees must read and understand the policies on data protection as part of 
their induction.  
 
All employees receive training covering basic information about confidentiality, data 
protection and the actions to take upon identifying a potential data breach. 
 
The nominated data controller/auditors/protection officers for the Company are trained 
appropriately in their roles under the GDPR. 
 
All employees who need to use the computer system are trained to protect individuals’ 
private data, to ensure data security, and to understand the consequences to them as 
individuals and the Company of any potential lapses and breaches of the Company’s 
policies and procedures. 



 

Page 6  Review Date: November 2020
  

 

 
 

O) RECORDS 

The Company keeps records of its processing activities including the purpose for the 
processing and retention periods in its Student Data Record. These records will be 
kept up to date so that they reflect current processing activities. 
 

P) DATA PROTECTION COMPLIANCE 

 

Our Data Protection Officer is: 
 
Yvonne Angie McCrae  
 
Tel: 0161 833 9937  
 
Email: angieyvonne@shockoutacademy.com 
  

mailto:angieyvonne@shockoutacademy.com
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Data Protection  

There is a new regulation coming into place on the 25th May 2018 which is 

The General Data Protection Regulation (GDPR) (EU) 2016/679.  The GDR is 

a regulation in EU law on data protection and privacy for all individuals within 

the European Union and the European Economic Area. It also addresses the export of 

personal data outside the EU and EEA. The GDPR aims primarily to give control to 

citizens and residents over their personal data and to simplify the regulatory 

environment for international business by unifying the regulation within the EU. 

 

Declaration 

It is important that all students attending a course at Shockout Arts or Shockout 

Academy (Shockout) read and sign below, then return to Student Support Admin 

Office. 

1. I agree that Shockout can share my personal information with Salford City 

College eg. address, date of birth, qualifications, NI Number, passport details, 

birth certificate.  However, this does not include my medical information. 

 

2. I agree that Shockout can share my photograph or video recording for 

marketing purposes only e.g website, Instagram etc. 

 

3. Any Agent enquiries (Shockout will always be wary of which agencies and will 

always inform you). 

 

I can confirm that I have read and understood the above declaration 

 

Name:  (Print) ………………………………………………………………………… 

Signature:  ………………………………………………………………………… 

Date:   ……………………………………….. 

 
 
Privacy Statement 
Shockout appreciates and respects, that personal privacy is ultimate in our lives.  
Shockout collects and uses personal information about staff, students, parents and other 

individuals connected to the college/university. This information is gathered to enable 

Shockout to provide relevant education and other associated services to the identified 

student, i.e. student fees.   

Shockout will never provide your personal information to any other third parties without your 

permission. 

 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679
https://en.wikipedia.org/wiki/Regulation_(European_Union)
https://en.wikipedia.org/wiki/EU_law
https://en.wikipedia.org/wiki/Data_protection
https://en.wikipedia.org/wiki/European_Union
https://en.wikipedia.org/wiki/European_Economic_Area
https://en.wikipedia.org/wiki/International_business

